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Purpose:

Lifeline Tasmaniarespects the rights of individuals to privacy and is committed to ensuring personal
informationis managedin accordance with the Privacy Act 1988 (Cth)— ‘the Act’ and the Australian
Privacy Principles (APP) of the Privacy Amendment (Enhancing Privacy Protection) Act 2012. This
Policy setsout Lifeline Tasmania’s responsibilities and individuals’ rights underthe APP
(Commonwealth Act).

Scope:

This policy appliesto all Lifeline Tasmania Directors, Managers, employees, volunteers, clients,
service providers, students and members of the public.

Definitions:

‘personal information’ meansinformation oran opinion aboutanidentified individual oran
individualwhois reasonably identifiable. Itincludes information or opinion:

(a) whetherthe information oropinionistrue ornot; and

(b) whethertheinformation oropinionisrecordedinamaterial formor not.

It includesinformation which we request. It alsoincludesinformation whichis given to us, which we
have not requested.

Personal information includes ‘sensitiveinformation’ such as racial or ethnicorigin, political
opinions, religious beliefs or affiliations, philosophical beliefs, sexual orientation, criminal record,
healthinformation, orgeneticinformation.

‘Unsolicited personal information’ means any information received by Lifeline Tasmaniathatis
provided in addition to what Lifeline Tasmania has requested.

‘individual’ means any person such as a Director, Manager, employee, volunteer, client, service
provider, students oramember of the public.

“You”, “your” and “yourself” refertoanindividualabout whom we have collected personal
information.

“Us”, “we” and “our” refersto Lifeline Tasmania (ABN 63961 004 547)
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Policy:

LifelineTasmaniais committed to the retention of personal informationin line with legislative
requirements.

1. Open and transparent management of personal information

Lifeline Tasmania will:
e Clearlycommunicate the personal information handling practices of Lifeline Tasmania;
e Enhance the transparency of Lifeline Tasmania’s operations; and

e Giveindividualsabetterand more complete understanding of the sort of personal
information Lifeline Tasmania collects, and the way that information is managed.

A copy of this Privacy Policy will be available at all Lifeline Tasmania sites and on its webpage.

2. Anonymity and pseudonymity

Individuals have the option of remaininganonymous or using apseudonym each time they access
Lifeline Tasmaniaservices, however, it may affect ourability to provide you with services orallow
you to participate in our programs or eventsif you do not give us personal information. Exceptions
apply where identification is required by Australian law.

If we doidentify youinthe course of interacting with you anonymously (such as through your
telephonenumber), we may use ordisclose thatinformation to protect you or others. For
example we may provide your phone numberto emergency services if we think there is arisk of
harm to you or another person.

The choice of how much information you provideto Lifeline Tasmaniais yoursand dependson
the purposes forwhichyouinteract with Lifeline Tasmania. However, if, forexample, you want
to enrolina program or service, youwantto subscribe to our mailinglist, apply tobecome a
volunteerorapply foremployment with us, Lifeline Tasmania will require certain information
fromyou. Donations can be made anonymously if requested.

3. Collection of solicited personal information

Wherever possible we will collect personalinformation directly from you ratherthan another
person unlessyou have given consent. Howeverin some circumstances we will collectinformation
froma third party including, ifitis necessary, foraspecificpurpose such as referral toemergency
services where we believe, onreasonable grounds, thatitis necessaryto preventorlessenaserious
and imminentthreattoyourlife or health.

LifelineTasmaniawillonly solicitand collect personalinformation thatis reasonably necessary to
provide an appropriate service toyou.

For example, we may collect personal information fromyouin orderto:

e provide youwith crisis support; suicide prevention and resilience building services; or
e enrolyouina Lifeline TasmaniaProgram orservice; or
e receive adonationfromyou;or
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e giveyouinformationorsendyou publications orresources; or
e assessandregisteryouasa Member;or
e engage emergency services orreferyouto otherservice providers.

‘Sensitive information’ will only be collected if you consent and the informationis reasonably
necessary to provide appropriate service toyou or as required orauthorized by law. Further
collection of solicited informationis outlined below:

a. Information collected from you when you enrol in a Lifeline Tasmania Program or Service

When enrollingin aLifeline Tasmania program orservice, Lifeline Tasmaniawill collect personal
information relevantto the program or service. Information collected may vary dependent on
State or Federal funding requirements and can include the following:
e applicationforms
e contact details
e enrolmentformsandacademicrecords which are required by law to be collected by
LifelineTasmaniaas a Registered Training Organisation (RTO). AsanRTO, Lifeline
Tasmaniais alsorequiredto collectinformation from trainers and assessors to verify
they possess the requisite qualifications to deliver training and education.

b. Information collected when you volunteer to deliver Lifeline Tasmania services

Lifeline Tasmania collects personal information necessary to enable us to assess your
application to register as a volunteer. Depending on the role this may include your
employment and volunteer history and education. Lifeline Tasmania requires a National
Police Checkto be completed priorto commencing volunteering. AWorking with Vulnerable
Persons Check can be in progress upon commencing volunteering. Volunteers for Board
member positions may also have to provide information relevant to assessing conflict of
interest risks.

¢. Information collected when you seek employment with Lifeline Tasmania

We collect personal information necessary to enable us to assess yourapplication for
employmentwith us such as:

e yourrésumé, statementaddressingthe criteriaandreferee reports;

e writtentasks undertaken by you duringthe selection process;

o detailsof financial and other personal interests supplied by you forthe purpose of

managing potential conflicts of interest;
o proof of Australian citizenship or residency;
o copiesofacademicqualifications.

d. Information collected in relation to Lifeline Tasmania employees

We collect personal information necessary to manage our employees such as:

. the employee'semployment contract;

. details of financial and other personal interests which may be relevant for the
purpose of managing conflicts of interest;

. proof of Australian citizenship or residency;

. copies of academicqualifications;

. records relatingtothe employee's salary, benefits and leave;

. health related information supplied by an employee ortheir medical practitioner;
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. taxation details;
. superannuation contributions; and
. information relatingto the employee's trainingand development.

LifelineTasmaniaemployees should also refer to the Lifeline Tasmania Employee Information
and Management Policy and any such queries should be referred to the Operations Manager.

4. Dealing with unsolicited personal information

Lifeline Tasmania may receive unsolicited personal information about you from a third party. If
LifelineTasmaniadoes get personal informationinthese circumstances, Lifeline Tasmania must
determine whetherwe could have lawfully collected the information. Ifitisdeterminedthatwe
could not, Lifeline Tasmania will destroy the information or de-identify itas soon as practicable if it
islawful and reasonable todo so. If the information forms part of a Commonwealthrecord undera
Lifeline Tasmania contract, we can only destroy oralterit in accordance with s24 of the Archives Act.

5. Notification of the collection of personal information

When Lifeline Tasmania collects personal information about you, we willtake reasonable steps
eithertonotify you or ensure thatyou are aware of the following matters:

e LlifelineTasmania’s contact details;

e thefact and circumstances of the collection;

e whetherthe collectionisrequired orauthorized by law;

e the purposesof collection;

e theconsequencesif personal informationis notcollected;

e LifelineTasmania’s usual disclosures of personalinformation of the kind collected by Lifeline
Tasmania;

e informationabout Lifeline Tasmania’s Privacy Policy;

e whetherlifelineTasmaniaislikely to disclose personalinformation to overseas participants
and, if practicable, the countries where they are located.

Lifeline Tasmaniawill take reasonable steps before oratthe time it collects personal information. If
thisis not practicable, reasonable steps must be taken as soon as practicable after collection. There
may be timeswhen Lifeline Tasmania may not take any stepsto notify youin cases, for example
where legal obligations orthreats to health and safety are present.

6. Use or disclosure of personal information

Lifeline Tasmaniawillonly use or disclose personal information for the purpose forwhich it was
collected, orforpurpose which are directly related to one of ourfunctions oractivities (primary
purpose).

Lifeline Tasmaniawill not use ordisclose personal information to another person or organisation for
any secondary purpose unless one the following applies:

e theindividual has consented to the disclosure of their personal information;
e theindividual would reasonably expect, or has beentold, thatinformation of thatkind is
usually passedto those individuals, bodies oragencies and the disclosure:
o inthe case of personal information (thatis not sensitive information) relates to
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the primary purpose for which is was collected; or

o inthe case of sensitiveinformationis directly related to the primary purpose for
which itwas collected; or

o Contractorsand service providers who perform services on our behalf, such as
mailing houses, printers, information technology service providers, data
matchingand data washing service providers, database contractors and
telemarketing agencies.

e thedisclosureisotherwise required or authorised by law;

e LifelineTasmaniareasonably believes that the disclosure will prevent or lessen a serious
and imminentthreattosomebody's life, health orsafety (including your own) or serious
threat to public health, property or public safety;

e theindividual has made threats to harm third parties;

e theindividual has made threats against Lifeline Tasmania employees orvolunteers or the
individualrepeatedly makes nuisance contactincluding calls oremails; or

e thedisclosureistoa Lifeline Tasmaniaservice providers e.g. those that host our website
serversand CRM system. To protect the personal information Lifeline Tasmania discloses we
will:

o enterinto acontract which requires the service provide to only use or disclose the
information for the purposes of the contract;
o include special privacy requirements in the contract where necessary.

Information collected by Lifeline Tasmania may also be used for quality assurance, research for
service improvement, community promotion of Lifeline Tasmaniaservices. Forexample, Lifeline
Tasmania may use positive feedback on ourservicesto promote Lifeline Tasmania services online or
viasocial mediaand/orfundraising purposes, howeverthisinformation will be de -identified unless
theindividual consentstoits use.

Lifeline Tasmaniaalso uses contact details and information collected from Members or from
individuals who subscribeto Lifeline Tasmania’s mailing lists for marketing purposes orto
communicate information about Lifeline Tasmania’s activities and events.

7. Direct marketing

Lifeline Tasmania may use or disclose information (otherthan sensitive information)about an
individualforthe purpose of direct marketingif:

e LifelineTasmaniacollected the personal information from the individual;

e theindividual would reasonably expect Lifeline Tasmaniato use ordisclose the personal
information forthat purpose;

e LlifelineTasmaniaprovidesasimple way forthe individual torequest nottoreceive direct
marketing communications from Lifeline Tasmania (also known as ‘opting out’) and the
individualhas not made such a request to Lifeline Tasmania.

8. Cross border disclosure of personal information

Web trafficinformationis disclosed to Google Analytics when you visit our websites. Google
stores information across multiple countries.

When you communicate with Lifeline Tasmania through a social network service such as
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Facebook, Lifeline Tasmaniareceives analytical information such as name and age. The social
network providerand its partners may collect and hold your personal information overseas.

Lifeline Australia’s Customer Relationship Management Database (which hosts donation related
information) is hosted on secure off-shore serversinthe USA, Japan, Germany and Australiaand
accessedthroughthe 'cloud'. Lifeline Australia has taken reasonable steps to ensure that:

e therecipientofinformation whichisbeingtransferredissubjecttoa law, or binding
scheme, that has the effect of protecting the informationin away that, overall, is atleast
substantially similarto the way in which the Australian Privacy Principles protect the
information; and

e there are mechanismsthatyou can access to take action to enforce that protection of
the law or binding scheme.

Exceptions may apply where disclosure is required orauthorized by Australian law or court order or
international agreementto which Australiais a party. If Lifeline Tasmaniais required by law to
provide information orif the individual consents to disclosure, Lifeline Tasmania will not be held
responsible for ensuring the recipient does not breach the APP in regard to cross-border
disclosure.

9. Adoption, use or disclosure of governmentrelated identifiers

Lifeline Tasmaniawill notadopt, use or disclose agovernmentrelated identifier such asa number,
letter orsymbol used toidentify anindividual unlessitis:

e requiredorauthorized underan Australian law ora court/tribunal order;

e prescribed by regulations;

e necessarytoverifytheidentity of the individual (egdriver’slicense or passport);

e reasonablynecessaryforLifeline to fulfil its obligations to an agency, State or Federal
Government contract;

e reasonablybelieved by Lifeline Tasmania thatthe disclosure is necessary tolessen or
preventaseriousthreatto life, health and safety of an individual or public;

e suspectedthatunlawful activity, ormisconduct of aserious nature, thatrelatesto Lifeline
Tasmania’s functions oractivities has been,is beingor may be engagedin, and Lifeline
Tasmaniareasonably believesthatthe use ordisclosure is necessaryin orderforthe
organisation to take appropriate action in relation to the matter;

e reasonablybelieved by Lifeline Tasmania that the use or disclosure of the identifieris
reasonably necessary forone or more enforcement related activities conducted by, oron
behalf of, an enforcement body.

10. Quality of personal information

LifelineTasmania will take reasonable steps to ensure that the personal informationit collectsis up
to date and complete.

Lifeline Tasmaniawilltake reasonable steps to ensure that the personal informationituses or
disclosesis, (having regard to the purpose of the use or disclosure as outlinedin 6. Use or disclosure
of personalinformation), accurate, up to date, complete and relevant.

These stepsinclude:
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e ensuringupdated ornew personal informationis promptly added to relevant existing
records;

e implementing protocolsthat ensure personal informationis collected andrecordedina
consistentformat;

e where necessary, confirmthe accuracy of information we collect from athird party ora
publicsource;

e contactingtheindividual to verify the quality of personalinformation whenitis used or
disclosed, particularly if there has been alengthy period since collection.

11. Security of personal information

We take stepsto protectthe personal information we hold againstloss, unauthorised access,
use, modification ordisclosure, and against other misuse. These stepsinclude:
e onlyallowingemployees with an'authority to know'to access our IT systems and records;
¢ (whererelevant) undertaking background checks on personnel who require access to our
IT systems and records;
e password protection foraccessing ourelectroniclT systems; and

e securing paperfilesinlocked cabinets and physical access restrictions.

Card payments

Lifeline Tasmaniawilldestroy ordeletein asecure mannerany personal paymentcard
information nolongerrequiredinadherence with the Payment Card Industry Data Security
Standards.

12. Access to Personal Information and 13. Correction of Personal Information

Under the Privacy Act (Australian Privacy Principles 12 and 13) you have the rightto ask for
access to personal information that Lifeline Tasmania hold about you, and ask that we correct
that personal information.

LifelineTasmaniawill not provide access to personal information unless we are sure that the
person seekingaccessisthe persontowhomthe informationrelates, orthe law otherwise
supports such access. In some cases access may have to be denied because ownership of a
record cannot be proven.

Individuals willbe required to provide the following information before access or correctionis
undertaken.

e A writtenrequestforaccessand/or correction of information addressed to the CEO and
senteitherviaemail to ceo@lifelinetasmania org.au orvia postto CEQ, Lifeline
Tasmania, Level 4,31 Cambridge Road, Bellerive, 7018.

e Proofof identity. This may be achieved through a number of means, including using the
100-point identification system and proof of contact number, certified through a legal
practitioner, pharmacist, police officer or GP with an accompanying statutory
declaration.

LifelineTasmaniawillendeavorto correct personal information once itisidentified asinaccurate
by Lifeline Tasmania or by the individual, and will ensure that any other organisation to whom the
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individual’s personal information was previously forwarded receives notification of any change,
unlessitisimpracticable orunlawful to do so. Should Lifeline Tasmania refuse to give accessto or
correct personal information as requested by the individual, Lifeline Tasmania will provide written
reasons forrefusal tothe individual.

How to make a complaint or contact us

If you wish to contact Lifeline Tasmania about a privacy matter or are concerned about the way
we have handled your personal information, you can lodge a Lifeline Tasmania Feedback Form at
either of the addresses below. This Form is available at office and retail locations state-wide,
through Lifeline Tasmania’s website or by calling (03) 6282 1500.

Postal Address: Lifeline Tasmania Feedback, Level 4, 31 Cambridge Road, Bellerive, TAS
7018
Email Address: feedback@lifelinetasmania.org.au

If you are dissatisfied with Lifeline Tasmania’s investigation of your concerns, you can lodge a
complaintto the Office of the Australian Information Commissioner (OAIC) who is independent of
Lifeline Tasmania.

Related Documents:

e Privacy Act 1988

e Australian Privacy Principles (APP) of the Privacy Amendment (Enhancing Privacy Protection)
Act 2012

e Personal Information Protection Act 2004 (Tas)

e Payment Card Industry Data Security Standards

e LifelineTasmania Confidentiality Policy

e LifelineTasmania Employee Information and ManagementPolicy

e LifelineTasmaniaFeedback Policy

e LifelineTasmania DataBreach Response Procedure

e Lifeline Australia Privacy Policy

Version History

Version# | Brief description of amendments Approved by/Date
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